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SSECTIONECTION VI: IVI: INTERNALNTERNAL CCONTROLSONTROLS

 What are Internal What are Internal 
Controls?Controls?Controls?Controls?

 Common Audit FindingCommon Audit Finding

 Limited PersonnelLimited Personnel

RRISKSISKS AREARE AA FFACTACT OFOF LLIFEIFE

 AnAn organizationorganization cancan nevernever completelycompletely avoidavoid riskrisk ifif itit
isis takingtaking actionaction toto accomplishaccomplish itsits missionmission..

 TheThe bestbest anan organizationorganization cancan dodo isis managemanage thethe risksrisks itit
facesfaces toto anan acceptableacceptable level,level, consistentconsistent withwith achievingachievingpp gg
thethe organization'sorganization's objectivesobjectives..
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WWHATHAT AREARE IINTERNALNTERNAL CCONTROLSONTROLS??

 InternalInternal controlscontrols areare systematicsystematic measuresmeasures institutedinstituted
byby anan organizationorganization toto

1.1. ConductConduct itsits businessbusiness inin anan orderlyorderly andand efficientefficient
mannermanner;;

2.2. SafeguardSafeguard itsits assetsassets andand resourcesresources;;

3.3. DeterDeter andand detectdetect errors,errors, fraud,fraud, andand thefttheft;;

WWHATHAT AREARE IINTERNALNTERNAL CCONTROLSONTROLS??

4.4. EnsureEnsure accuracyaccuracy andand completenesscompleteness ofof itsits
accountingaccounting datadata;;

5.5. ProduceProduce reliablereliable andand timelytimely financialfinancial andand
managementmanagement informationinformation;; andandgg

6.6. EnsureEnsure adherenceadherence toto itsits policies,policies, laws,laws, andand
regulationsregulations..

 TheThe schoolschool principalprincipal isis responsibleresponsible forfor ensuringensuring thatthat
thethe internalinternal controlscontrols he/shehe/she putsputs inin placeplace willwill protectprotect
thethe school’sschool’s assetsassets forfor whichwhich he/shehe/she hashas beenbeen
entrustedentrusted..

SSOO WWHATHAT DDOESOES ALL TALL THATHAT MMEANEAN??

 WhenWhen youyou camecame toto workwork today,today, diddid
youyou locklock thethe doorsdoors toto youryour house?house?

 Do you keep the PIN number for
your ATM card secure??

 Do you balance your bank
statements each month??
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WWHATHAT AREARE IINTERNALNTERNAL CCONTROLSONTROLS??

 SectionSection 44,, TitleTitle 22 ofof thethe ManualManual discussesdiscusses internalinternal
controlscontrols inin greatgreat detaildetail..

 MostMost schoolsschools cannotcannot followfollow thethe recommendedrecommended
internalinternal controlscontrols duedue toto limitedlimited personnelpersonnelpp

 (although(although thethe ManualManual statesstates thesethese proceduresprocedures areare
thethe minimumminimum proceduresprocedures necessary,necessary, ii..ee..,, useuse ofof aa
cashier?)cashier?)

 WithinWithin anyany school,school, thethe controlscontrols establishedestablished areare aa
mattermatter ofof judgmentjudgment onon thethe partpart ofof thethe principal,principal,
directordirector ofof schools,schools, andand thethe locallocal boardboard ofof educationeducation..

WWHATHAT AREARE IINTERNALNTERNAL CCONTROLSONTROLS??

 CarefulCareful considerationconsideration mustmust bebe givengiven toto

1.1. thethe sizesize ofof thethe school,school,

2.2. thethe numbernumber ofof personnelpersonnel available,available, andand mostmost
importantly,importantly,importantly,importantly,

3.3. thethe relationshiprelationship betweenbetween thethe costscosts andand benefitsbenefits ofof
designingdesigning andand implementingimplementing controlscontrols (cost(cost <<
benefits)benefits)..

 EvenEven thethe mostmost elaborateelaborate internalinternal controlcontrol structurestructure willwill
notnot guaranteeguarantee thatthat thethe objectivesobjectives willwill bebe achievedachieved..

IINTERNALNTERNAL CCONTROLSONTROLS

 InternalInternal controlscontrols cancan bebe eithereither preventativepreventative oror
detectivedetective..

 PreventativePreventative controlscontrols attemptattempt toto deterdeter oror preventprevent
undesirableundesirable eventsevents fromfrom occurringoccurring..gg

 SeparationSeparation ofof duties,duties, properproper authorization,authorization, adequateadequate
documentation,documentation, andand physicalphysical controlcontrol overover assetsassets areare
allall examplesexamples oror preventativepreventative controlscontrols..
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IINTERNALNTERNAL CCONTROLSONTROLS

 DetectiveDetective controlscontrols attemptattempt toto detectdetect errorserrors oror
irregularitiesirregularities whichwhich havehave alreadyalready occurredoccurred..

 Reviews,Reviews, analyses,analyses, reconciliations,reconciliations, periodicperiodic
physicalphysical inventories,inventories, auditsaudits andand surveillancesurveillancep yp y
camerascameras areare allall examplesexamples ofof detectivedetective controlscontrols..

IINTERNALNTERNAL CCONTROLSONTROLS

 BothBoth typestypes ofof controlscontrols areare essentialessential toto anan effectiveeffective
internalinternal controlcontrol systemsystem..

 FromFrom aa qualityquality standpoint,standpoint, preventativepreventative controlscontrols areare
essentialessential becausebecause theythey areare proactiveproactive..yy pp

 DetectiveDetective controlscontrols playplay aa criticalcritical rolerole providingproviding
evidenceevidence thatthat preventativepreventative controlscontrols areare functioningfunctioning
effectivelyeffectively..

WWHYHY WWEE NNEEDEED IINTERNALNTERNAL CCONTROLSONTROLS

1.1. EnsureEnsure missionmission accomplishmentaccomplishment

2.2. ReduceReduce fraudfraud opportunitiesopportunities

3.3. PreventPrevent lossloss ofof fundsfunds oror otherother resourcesresources

44 EstablishEstablish standardsstandards ofof performanceperformance4.4. EstablishEstablish standardsstandards ofof performanceperformance

5.5. AssureAssure compliancecompliance

6.6. PreservePreserve integrityintegrity

7.7. EliminateEliminate adverseadverse publicitypublicity

8.8. AssureAssure publicpublic confidenceconfidence
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CCONSEQUENCESONSEQUENCES OFOF WWEAKEAK IINTERNALNTERNAL CCONTROLSONTROLS

1.1. Waste of school assetsWaste of school assets

2.2. Inaccurate or incomplete informationInaccurate or incomplete information

3.3. Misuse of school assetsMisuse of school assets

44 Embezzlement and theftEmbezzlement and theft4.4. Embezzlement and theftEmbezzlement and theft

5.5. Purchases that were not necessary or not authorizedPurchases that were not necessary or not authorized

6.6. Assets not accounted forAssets not accounted for

WWHOHO ISIS RRESPONSIBLEESPONSIBLE??

 EachEach individualindividual withinwithin aa schoolschool isis responsibleresponsible forfor
knowingknowing properproper internalinternal controlcontrol proceduresprocedures
associatedassociated withwith theirtheir specificspecific jobjob responsibilityresponsibility..

 TheThe principalprincipal isis responsibleresponsible forfor assuringassuring thatthatp pp p pp gg
establishedestablished internalinternal controlscontrols areare followedfollowed andand appliedapplied..

CCOMMONOMMON AAUDITUDIT FFINDINGINDING

 “duties“duties werewere notnot segregatedsegregated adequatelyadequately amongamong staffstaff..””

 EmployeesEmployees responsibleresponsible forfor maintainingmaintaining accountingaccounting
recordsrecords werewere alsoalso involvedinvolved inin

 receipting,receipting,receipting,receipting,

 depositing,depositing, and/orand/or

 disbursingdisbursing fundsfunds..

 TheseThese dutiesduties mustmust bebe segregatedsegregated toto provideprovide
minimumminimum internalinternal controlscontrols..
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CCOMMONOMMON AAUDITUDIT FFINDINGINDING

 AccountingAccounting standardsstandards provideprovide thatthat internalinternal controlscontrols
bebe designeddesigned toto givegive reasonablereasonable assuranceassurance ofof thethe
reliabilityreliability inin financialfinancial reportingreporting andand ofof thethe
effectivenesseffectiveness andand efficiencyefficiency ofof operationsoperations..

 AuditorsAuditors citecite thatthat thisthis lacklack ofof segregationsegregation ofof dutiesduties isis
thethe resultresult ofof management’smanagement’s decisionsdecisions basedbased onon thethe
availabilityavailability ofof financialfinancial resourcesresources andand isis aa significantsignificant
deficiencydeficiency inin internalinternal controlscontrols thatthat increasesincreases thethe riskrisk
ofof unauthorizedunauthorized transactionstransactions..

CCOMMONOMMON AAUDITUDIT FFINDINGINDING

 MostMost schoolsschools andand schoolschool systemssystems inin thethe StateState ofof
TennesseeTennessee havehave dealtdealt withwith thisthis auditaudit findingfinding atat oneone
timetime oror anotheranother..

 So,So, howhow cancan schoolsschools addressaddress internalinternal controlcontrol issuesissues
withwith limitedlimited personnel?personnel?

 Generally,Generally, especiallyespecially inin smallsmall toto averageaverage sizesize schools,schools,
thethe principal,principal, bookkeeper,bookkeeper, andand possiblypossibly thethe schoolschool
secretarysecretary areare thethe onlyonly personnelpersonnel involvedinvolved inin financialfinancial
transactionstransactions..

LLIMITEDIMITED PPERSONNELERSONNEL

 EvenEven withwith aa limitedlimited numbernumber ofof schoolschool personnel,personnel,
principalsprincipals cancan taketake certaincertain stepssteps toto ensureensure financialfinancial
resourcesresources areare protectedprotected..

 AlthoughAlthough notnot anan allall inclusiveinclusive listing,listing, herehere areare somesomegg gg
recommendationsrecommendations toto provideprovide somesome assuranceassurance thatthat
internalinternal controlscontrols areare effectiveeffective toto protectprotect schoolschool fundsfunds::
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LLIMITEDIMITED PPERSONNELERSONNEL

1.1. EnsureEnsure thatthat allall schoolschool employeesemployees knowknow thethe properproper
proceduresprocedures forfor conductingconducting aa fundraisingfundraising activityactivity..

 IfIf aa schoolschool employeeemployee cannotcannot properlyproperly handlehandle
funds,funds, thatthat individualindividual shouldshould bebe prohibitedprohibited fromfrompp
participatingparticipating inin anyany activityactivity inin whichwhich fundsfunds areare
collectedcollected..

LLIMITEDIMITED PPERSONNELERSONNEL

2.2. EnsureEnsure thatthat allall teachersteachers correctlycorrectly useuse collectioncollection
logslogs andand

 remitremit anyany (no(no mattermatter howhow little)little) collectionscollections dailydaily
toto thethe schoolschool bookkeeperbookkeeper oror personperson designateddesignatedpp pp gg
byby thethe principalprincipal..

 AtAt thethe timetime ofof remittance,remittance, teachersteachers shallshall bebe
givengiven aa prenumberedprenumbered receiptreceipt byby thethe
bookkeeper/designeebookkeeper/designee (TCA(TCA §§99--22--104104(b))(b))..

LLIMITEDIMITED PPERSONNELERSONNEL

3.3. EnsureEnsure thatthat allall collectionscollections areare promptlypromptly receiptedreceipted
andand

 depositeddeposited intactintact inin accordanceaccordance withwith StateState lawlaw..

 TCATCA §§55--88--207207(a)((a)(11)) providesprovides thatthat publicpublicTCATCA §§55 88 207207(a)((a)(11)) providesprovides thatthat publicpublic
fundsfunds shallshall bebe depositeddeposited withinwithin threethree ((33)) daysdays
ofof collectioncollection..

 ThisThis sectionsection hashas beenbeen interpretedinterpreted toto
encompassencompass onlyonly bankingbanking daysdays inin thethe
calculationcalculation ofof threethree ((33)) daysdays..
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LLIMITEDIMITED PPERSONNELERSONNEL

4.4. EnsureEnsure thatthat allall typestypes ofof reconciliations,reconciliations, ii..ee..,, ticketticket
reconciliations,reconciliations, fundraiserfundraiser summarysummary reports,reports, etcetc..,,
areare completedcompleted accuratelyaccurately andand inin aa timelytimely mannermanner..

LLIMITEDIMITED PPERSONNELERSONNEL

5.5. OneOne individualindividual shouldshould notnot havehave thethe responsibilitiesresponsibilities
forfor

 receiptingreceipting funds,funds,

 makingmaking depositsdeposits,,makingmaking depositsdeposits,,

 andand reconcilingreconciling thethe bankbank statementstatement..

 TheseThese dutiesduties mustmust bebe segregatedsegregated betweenbetween twotwo
oror moremore individualsindividuals..

LLIMITEDIMITED PPERSONNELERSONNEL

6.6. EnsureEnsure allall schoolschool employeesemployees understandunderstand thethe
purposepurpose ofof aa purchasepurchase orderorder (gives(gives authorityauthority toto
purchase)purchase) andand ensureensure allall schoolschool employeesemployees useuse thethe
purchasepurchase orderorder systemsystem..

 IfIf anan employeeemployee purchasespurchases withoutwithout aa purchasepurchase
orderorder (without(without authority),authority), thethe schoolschool isis notnot
responsibleresponsible forfor paymentpayment andand shouldshould notnot makemake
paymentpayment forfor thethe goodsgoods purchasedpurchased..

 IfIf anan employeeemployee purchasespurchases withoutwithout authorization,authorization,
thethe employeeemployee isis responsibleresponsible forfor thethe purchasepurchase..
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LLIMITEDIMITED PPERSONNELERSONNEL

7.7. OneOne individualindividual shouldshould notnot havehave thethe responsibilitiesresponsibilities
ofof

 issuingissuing purchasepurchase orders,orders,

 approvingapproving payment,payment,approvingapproving payment,payment,

 preparingpreparing checks,checks,

 signingsigning checks,checks, andand

 reconcilingreconciling thethe bankbank statementstatement..

 TheseThese dutiesduties mustmust bebe segregatedsegregated betweenbetween twotwo
oror moremore individualsindividuals..

IINTERNALNTERNAL CCONTROLSONTROLS

 WhenWhen evaluatingevaluating youryour internalinternal controlcontrol structure,structure, askask

1.1. WhatWhat dodo youyou worryworry aboutabout goinggoing wrong?wrong?

2.2. WhatWhat stepssteps havehave beenbeen takentaken toto assureassure somethingsomething
doesn'tdoesn't gogo wrong?wrong?doesn tdoesn t gogo wrong?wrong?

3.3. HowHow dodo youyou knowknow thingsthings areare underunder control?control?

IINTERNALNTERNAL CCONTROLSONTROLS

 InternalInternal controlscontrols areare alreadyalready aa partpart ofof youryour dailydaily
operationsoperations..

 AsAs availableavailable resourcesresources decline,decline, thethe needneed forfor adequateadequate
internalinternal controlscontrols isis moremore importantimportant thanthan everever..pp

 FewerFewer peoplepeople areare doingdoing moremore workwork withwith lessless timetime
andand lessless fundingfunding (which(which isis notnot newnew toto education)education)..



10/20/2011

10

IINTERNALNTERNAL CCONTROLSONTROLS

 OpportunitiesOpportunities forfor fraud,fraud, waste,waste, andand abuseabuse increaseincrease
significantlysignificantly inin aa weakweak internalinternal controlcontrol environmentenvironment..

 TheThe singlesingle mostmost importantimportant successsuccess factorfactor ofof anan
internalinternal controlcontrol systemsystem isis aa highhigh levellevel ofof individualindividualyy gg
awarenessawareness andand understandingunderstanding..

 InternalInternal controlscontrols areare everyone'severyone's responsibilityresponsibility;;
thereforetherefore wewe areare allall responsibleresponsible forfor knowingknowing whatwhat
internalinternal controlscontrols existexist andand howhow toto evaluateevaluate theirtheir
effectivenesseffectiveness..

CCASEASE SSTUDYTUDY

 FactFact:: ToTo documentdocument seatingseating orderorder forfor footballfootball seasonseason
ticketticket holders,holders, schoolschool personnelpersonnel preparedprepared aa chartchart
listinglisting namesnames andand whetherwhether paymentpayment forfor thethe ticketstickets hadhad
beenbeen receivedreceived..

 AppearsAppears toto bebe aa prettypretty goodgood controlcontrol procedure,procedure,
right?right?

CCASEASE SSTUDYTUDY

 ProblemProblem:: SchoolSchool personnelpersonnel apparentlyapparently failedfailed toto tracetrace
collectionscollections..

 AlthoughAlthough thethe chartchart indicatedindicated collectionscollections forfor seasonseason
ticketstickets totaledtotaled $$1111,,660660,, receiptsreceipts forfor seasonseason ticketsticketspp
recordedrecorded inin thethe school’sschool’s accountingaccounting systemsystem totaledtotaled
onlyonly $$710710,, leavingleaving aa $$1010,,950950 shortageshortage..

 HowHow difficultdifficult wouldwould itit havehave beenbeen toto detectdetect this?this?

 HowHow difficultdifficult wouldwould itit havehave beenbeen toto assignassign anotheranother
individualindividual toto reconcilereconcile thethe bankbank statementstatement oror taketake aa
depositdeposit toto thethe bank?bank?



10/20/2011

11

CCASEASE SSTUDYTUDY

 FactFact:: DuringDuring thethe 2020xxxx footballfootball seasonseason (the(the secondsecond
straightstraight statestate championshipchampionship year),year), thethe largestlargest gategate
receiptreceipt waswas $$33,,966966..

 TheThe footballfootball teamteam wonwon thethe TSSAATSSAA statestate
championshipchampionship forfor threethree consecutiveconsecutive yearsyears –– 2020xxxx
throughthrough 2020xxxx..

 ByBy comparison,comparison, thethe lowestlowest gategate receiptreceipt duringduring thethe
firstfirst championshipchampionship yearyear waswas $$88,,546546,, and,and,

 duringduring thethe thirdthird championshipchampionship year,year, thethe lowestlowest gategate
receiptreceipt waswas $$1111,,615615..

CCASEASE SSTUDYTUDY

 ProblemProblem:: ItIt certainlycertainly doesdoes notnot taketake rocketrocket sciencescience toto
looklook atat aa bankbank statementstatement toto analyzeanalyze amountsamounts depositeddeposited..

 DidDid wewe paypay nono attentionattention toto attendance?attendance?

 WhatWhat aboutabout ticketticket reconciliations?reconciliations?

 AreAre gategate workersworkers performing?performing?

 WereWere receiptsreceipts issuedissued toto gategate workers?workers?

 HowHow manymany personnelpersonnel werewere workingworking gates?gates?

 WasWas oneone personperson allowedallowed toto performperform allall duties?duties?

 DidDid nono oneone analyzeanalyze thethe accounts?accounts?

CCASEASE SSTUDYTUDY

 InIn allall instances,instances, whowho isis responsibleresponsible forfor thesethese
transactions?transactions?

 Afterwards,Afterwards, thethe auditaudit turnedturned toto thethe principal’sprincipal’s
duties,duties, andand repeatedlyrepeatedly statedstatedp yp y

 ……thethe principalprincipal failedfailed toto ensureensure……

 ……thethe principalprincipal failedfailed toto ensureensure……

 ……thethe principalprincipal failedfailed toto ensureensure……
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CCASEASE SSTUDYTUDY

 AlthoughAlthough allall problemsproblems cannotcannot bebe fixedfixed atat once,once, thethe
schoolschool principalprincipal mustmust ensureensure writtenwritten proceduresprocedures areare
inin placeplace andand knownknown byby allall schoolschool personnel,personnel, asas wellwell asas
consequencesconsequences forfor noncompliancenoncompliance..

 WrittenWritten proceduresprocedures areare internalinternal controls,controls, andand aa lacklack ofof
writtenwritten proceduresprocedures indicatesindicates aa lacklack ofof internalinternal
controlscontrols..

CCASEASE SSTUDYTUDY

 At a minimum, procedures are needed forAt a minimum, procedures are needed for

 the handling of cash receiptsthe handling of cash receipts

 concessions proceduresconcessions procedures

 how to conduct fundraisershow to conduct fundraisers how to conduct fundraisershow to conduct fundraisers

 how to purchase (purchase order system) and how to purchase (purchase order system) and 
disbursementsdisbursements

 authorization and approvalauthorization and approval

HHOWOW TOTO MMINIMIZEINIMIZE FFRAUDRAUD RRISKISK

 AdhereAdhere toto policiespolicies andand proceduresprocedures

 EnsureEnsure physicalphysical securitysecurity overover assetsassets

 ProvideProvide properproper trainingtraining toto employeesemployees

 IndependentlyIndependently reviewreview andand monitormonitor taskstasks IndependentlyIndependently reviewreview andand monitormonitor taskstasks

 ProvideProvide forfor segregationsegregation ofof dutiesduties

 EstablishEstablish clearclear lineslines ofof authorityauthority

 RotateRotate dutiesduties inin positionspositions susceptiblesusceptible toto fraudfraud

 EnsureEnsure employeesemployees taketake scheduledscheduled timetime offoff



10/20/2011

13

HHOWOW TOTO MMINIMIZEINIMIZE FFRAUDRAUD RRISKISK

 ScheduleSchedule regularregular independentindependent auditsaudits ofof areasareas
susceptiblesusceptible toto fraudfraud

 MakeMake suresure internalinternal controlscontrols areare beingbeing followedfollowed

 Review!Review! Review!Review! Review!Review!Review!Review! Review!Review! Review!Review!

 AskAsk forfor documentationdocumentation

 EnsureEnsure thatthat oneone personperson doesdoes notnot havehave totaltotal
responsibilityresponsibility forfor aa processprocess

 EvaluateEvaluate performanceperformance regularlyregularly

 ReportReport suspicioussuspicious activityactivity (fiduciary(fiduciary duty)duty)

QQUESTIONSUESTIONS/C/COMMENTSOMMENTS::
CCONTACTONTACT IINFORMATIONNFORMATION

 David W. HussDavid W. Huss

 Office: (731) 885Office: (731) 885--97439743

 Cell: (731Cell: (731) 446) 446--06790679

 dhuss@k12tn.netdhuss@k12tn.net or or david.huss@charter.netdavid.huss@charter.net


